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INTRODUCTIONS - ME

* Brad Gibson
Senior Solutions Architect — AdvizeX
Since 2002 (TUSC, Rolta Solutions, AdvizeX)

* Experience

Application Architecture

Custom Development using JAVA, PERL, PYTHON, PHP, Android Mobile Applications
Arduino & Raspberry Pl Development

Application Server Management

US Naval Submarine Force - Electronics Technician

Linux and UNIX System Administration

Oracle Exalogic

* http://linkedin.com/in/gibsonb
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http://linkedin.com/in/gibsonb

IN

TRODUCTIONS - YOU

How many DBAs?

How many developers?
* Java
* PL/SQL
* Web Services
* Oracle Application Express
Who is currently using RESTful services?

Oracle Fusion Middleware — ADF

Oracle Forms/Reports

THE BRAIN

HARDWARE SOCIAL NETWORKING
PASSWORDS
APPLICATIONS /_
O PROGRAMMING
LANGUAGES

SEXUVAL ACTIVITY
(MG PRIORITY,

R O VIDEO GAMES

AL_ “
OPERATING SYSTEMS J \ SCIENCE FICTIO
DATA CONVERSION / / MOBILE DEVICES

REALITY INTERFACE

OF A GEEK




TEST ENVIRONMENT
ORACLE VIRTUAL MACHINE (OVM)

e Hardware & Software

Dell PowerEdge 2950 — Gen |l
* 32 GBRAM
Dual Quad-core Zeon Processors
* Custom Built Linux Server
Hosts NFS for VMs

Hosts Oracle VM Manager in Oracle VirtualBox

e Uses Prebuilt OVM Images for DB
e Oracle VirtualBox for OVM Manager

e Virtual Machines

* adminvm1 - Weblogic 12c

m o Oradbl — Oracle 11g Database




TEST SYSTEM OVERVIEW

VM: adminvm1

e Weblogic 12c (ORDS 3.0)
e Apache 2.4

-

VM: oradbl
e Oracle 11g DB (APEX 5.0)




ORACLE VM MANAGER

Servers and VMs

R

[§ configuration

Repasitory for Configuration File

[oracleforadbl ~1% sglplus / as syadba

SQL*Plus: Release 11.2.0.3.0 Production on Tue Jun 9 15:26:30 2015 (‘)racle\IMManagerB

' h524
. Operating System: Oracle (64 bit)

1582, 2011, Cracle. &All rights reserved. ‘
| | system
| Base Memory: 4908 MB
Processors: 3 |
| Boot Order: Floppy, CD/DVD, Hard Disk | ' |
Acceleration:  VT-x/AMD-V, Nested Paging, | |
PAE/NX ‘

{c)

Copyright

Connected to:

Oracle Database 1lg Enterprise Edition BRelease 11.2.0.3.0 - 64bit Production il ‘
With the Partitioning, OLAP, Data Mining and Real Application Testing options il ‘ Display

Vid.%-o Memory: 12 MB
E0L> I I Remote Desktop Server: Disabled
. Video Capture: Disabled

Storage L

Controller: IDE Controller
IDE Secondary Master:  [CD/DVD] Empty.

Controller: SATA Controller !
SATA Port 0: OracleVMManager3.2.4-h524-disk1,vmdk (Normal,

25.00 GB) . s
SATA Port 1: OracleVMManager3.2.4-h524-disk2.vmdk (Norm:
10.00 GB) o




ORACLE APPLICATION EXPRESS 5.0

e Main Documentation Link

* https://docs.oracle.com/cd/E59726 01/index.htm

* |nstallation Guide

* https://docs.oracle.com/cd/E59726 01/install.50/e39144/toc.htm
e Schema is APEX_50000 for Version 5.0



https://docs.oracle.com/cd/E59726_01/index.htm
https://docs.oracle.com/cd/E59726_01/index.htm
https://docs.oracle.com/cd/E59726_01/index.htm
https://docs.oracle.com/cd/E59726_01/index.htm
https://docs.oracle.com/cd/E59726_01/install.50/e39144/toc.htm
https://docs.oracle.com/cd/E59726_01/install.50/e39144/toc.htm

ORACLE APEX INSTALLATION REQUIREMENTS

 Database Requirements

At least Oracle Database Version 11.1.0.7 for version 5.0

« Memory target of at least 300MB
* Oracle XML DB
* Browser Requirements
* Firefox 35+
* Chrome 40+
» Safari 7+
* Internet Explorer 9+
* Disk Space
« >220MB APEX Tablespace
« > 100MB SYSTEM Tablepace
e > 256MB for English Only Install

S5QL> select

USERNAME

OTOT00
Ua=Uy

APEX

sQL> []

LPEX PUBLIC |

username from sys.all users where username like '"APEXE';

o

q A P
11i.2.U.3.U

Connected to:

Production on

/ as sysdba

15:26:30 2015

Oracle Database 1l1g Enterprise Edition Release 11.2.0.3.0 - &64bit Production
With the Partitioning, OLAP, Data Mining and Real Application Testing options

5QL> SHCOW PARAMETEER PFILE:
HAME
spfile

G

/adl/fapp/oracle/product/11.2.0
fdbhome 1/dbs/spfile0RCL.ora



INSTALLATION OF APEX VERSION 5.0

* Download From: http://download.oracle.com/otn/java/appexpress/apex 5.0.zip

e Unzip Distribution
* Unzip apex_5.0.zip
* Change to the apex folder gets created when you unzip the file

e Start a sqlplus session as sys

SQL*P1lus=s: Release 11.2.0.3.0 Production on
* Development Environment Install: Copyright (c) 1982, 2011, Oracle.

*  @apexins.sql SYSAUX SYSAUX TEMP /i/ SQL> CONNECT SYS as SYSDBA
Enter password:

Connected.

* Runtime Environment Install Script coro ]

s @apxrtins.sgl SYSAUX SYSAUX TEMP /i/


http://download.oracle.com/otn/java/appexpress/apex_5.0.zip
http://download.oracle.com/otn/java/appexpress/apex_5.0.zip

PL/5QL procedure successfully completed.

hank wvou for installing Oracle Application Express 5.0.0.00.31
Oracle Application Express is installed in the APEX 050000 schema.

he structure of the link to the Application Express administration services 13
azs follows:
http://host:port/pls/apex/apex admin (Oracle HITP Server with mod pl=ql)
http://host:port/apex/apex admin {Oracle XML DE HITP listener with the embed
ded PL/5QL gateway)
http://host:port/apex/apex admin {(Oracle REST Data Services)

he structure of the link to the Application Express development interface i=s as
follows:
http://host:port/pls/apex (Oracle HTTP Server with mod plsgql)
http://host:port/apex ({Oracle XML DB HITF listener with the embedded PL/SQL
gateway)
http://host:port/apex {Oracle REST Data Services)

PL/SQL procedure successfully completed.

Disconnected from Oracle Database 11g Enterprise Edition Release 11.2.0.3.0 - 64
bit Production

With the Partitioning, CLAP, Data Mining and Real Application Testing options
[oracleBoradbl apex]$

S5QL> select username from sys.all users where username like 'APEX:':

APEX 030200
APEX 050000
APEX PUELIC USER




ORACLE APEX LISTENER OPTIONS

* Oracle REST Data Services (ORDS) 2.0.3 or later

* Embedded PL/SQL Gateway
* Thisis installed by default starting with 11g R1

e Oracle HTTP Server with mod_plsql

 Oracle Recommends ORDS be used as the Listener



INSTALLING ORDS

Download:

* http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html

e Extract to Weblogic Server
* Run: java —jar ords.war
* Provide connection details
e Copy images folder from apex
* Run: java -jar ords.war static /u01/apex/images

* Verify ORDS_REST PUBLIC_ACCOUNT
* Disable Embedded PL/SQL Gateway


http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
http://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html

ORDS GOTCHAS

[ at weblngic.servlet.prnvider.CDntainerSappnrtFrDviderIEEISWlsReqae
at weblogic.work.ExecuteThread.execute (ExecuteThread. java:311)

User accountS IOCked or eXpired at weblogic.work.ExecuteThread.run (ExecuteThread. java:263)

Cau=ed By: java.=sql.S5QLException: ORA-ZE000: the account i=s locked

Wrong password at oracle.jdbc.driver.T4CITIoer.processError (T4CTTIoer. java: 450)
at oracle.jdbc.driver.T4CITIoer.processError (T4CITIoer. java:392)

Images folder not correctly configured -

Create unllmlted password Ilfe prOflle for 5QL> SELECT username, account status FROM dba users where username like 'APEX3';
APEX accounts USERNAME RCCOUNT STRTUS
LPEX LISTEWNER OPEN
SQL> CEEATE PROFILE UNLIMITED PASSWORD LPEX REST PUELIC USER OPEN
SESSIONS FER USER DEFAULT LPEX PUELIC USER LOCKED (TIMED)
2 3 CFU_PER SESSION DEFAULT LPEX 050000 EXPIEED & LOCEED
4 CFU_PEE CALL DEFAULT
5 CONNECT TIME DEFAULT
& IDLE TIME DEFAULT
-

LOGICAT READS PER SESSTON DEFAU]
LOGICAT. READS PER CALL DEFAULT
COMPOSITE LIMIT DEFAULT

[NeJs sl

10 PRIVATE SGAR DEFAULT
11 FATLED LOGIN ATTEMPTS DEFAULT
12 PASSWORD LIFE TTME UNLIMITED

13 PASSWORD REUSE TIME DEFAULT

1.A TMACCLI AN MTTICT  WMAWY TWWEATIT T



INSTALLING ORACLE WEBLOGIC 12C(12.1.3)

 Download Generic install
* java-jar fmw_12.1.3.0.0_wils.jar
 Complete installation with the default settings

 Beware of the ports if you are running additional software

e 7001, 5556 are the default ports
* The configuration wizard will start, accept the defaults
* Create a new machine and server for REST services
* You can specify the port for the new server as 7004 or any other value you desire
* Deploy ords.war and i.war that are created during the ORDS installation

* Accept the defaults when deploying except for the security



WEBLOGIC 12C CONSOLE - DEPLOYMENTS

Brad
# SQL Workshop K Summary of Servers -~ § Y

= e .h' B ] - bel=CoreServerServerTablePa

U
ORACLE Weblogic Server Administration Console 12c

Change Center {8) Home Log ut Preferences [&] Record Help | Welcome, weblu-gic| Connected to: base_domain

e e R e Home =Summary of Servers

Configuration editing is enabled. Future Summary of Servers
changes will automatically be activated as you g §
madify, add or delete items in this domain, Configuration | Contral

Domain Structure
. A server is an instance of Weblogic Server that runs in its own Java Virtual Machine (VM) and has its own configuration.
bass_domiain
+ “Environment
b--Draplayments
I-Services
-Security Realms
+-Interoperability
¥~ Diagnostics ¢ Customize this table

This page summarizes each server that has been configured in the current Weblogic Server domain.

(]

Servers (Filtered - More Columins Exist)

Maw Clone Calata

Showing 1to 2 of 2 Previous | Met

Mame Type Machine State Health Listen Port

AdminServer|admin] Configurad RUNMNING oK 7001

RestServar Configured RUNNING oK 7004

Mew | | Clone | | Delete Showing 1to 2 of 2 Previous | Mext

How do L...

Create Managed Servers

Clone servers

Delete Managed Servers

Dialete the Administration Server

Start and stop servers




ORDS DEPLOYED TO WEBLOGIC 12C

b Customize this table

Deployments
Showing1to 2 of 2 Pr

Install Update

State Health Type Targets Deployment Orde

Mame

Active & oK Web Application FestSarver 100
Active @ oK Wab Application FestSarvar 100

Showing 1to 2 of 2 Pr
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http://adminvm1:7004/ords/apex

ORACLE APPLICATION EXPRESS VIA WEBLOGIC 12C

# SQL Workshop

Object B
i the Create button.
RESTfuI

Schema
Recent SQL Commands




ORACLE RESTFUL SERVICES

# Resource Handler | I Summary of Server:

SQL Warkshop Team Development

RESTful Services + RESTful Service Module + Resource Template © Resource Handler

oracle.example.hr
@ Resource Handler: GET
& empinfo/
b8 GET Q UEry OF an anonyrmoLs Si ng & particular HTTP meth

y one resource handler per HTTP met

4+ Create Handler

i employees/ RESTfUI Service Module:  he/
[# GET
URI Template:  employees/
4+ Create Handler

'EE} employees{id} Method
[H cET
Source Type
4+ Create Handler
{*‘-} employeesfeed/ Format
[
& GET Reguires Secure Access

4+ Create Handler
Pagination Size

-EE} employeesfeed/id}
[ GET
4+ Create Handler

{c} empseciempname}

[GH GET
empno "$uri”, empno, ename

+ Create Handler a . » SRS,
select emp.*®

5 Fow_number() cver {order by empno) rn

from emp

[ GET ) tmp
— rn between :row_offset and :row_count

-EE} empsecformat/{empname}

+ Create Handler

+ Create Template




RESTFUL URL AND JSON
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=
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- PRESENTATIONAL

2, y
9, Y 7%
450

Based on a PhD Dissertation by Roy Fielding
* Also a principle author of HTTP

ORDS — Oracle REST Data Services
Accesses RESOURCES over the Web via URIs

A REPRESENTATION of the resource is what gets transferred
* May have many forms, XML, JSON, Text all from the same URI

URIs do not change over time
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REST — REPRESENTATION STATE TRANSFER
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Client-Server

Stateless

Supports Caching

Layered

Uniformly Accessible

Extendable at runtime



VOCABULARY OF REST

e RESTful Service

e Resource Oriented Architecture — ROA
* Collection Resource

* Entity Resource
* Resource Module
* Resource Template
* URI
 URI Template

e Resource Handler

Chapter 5 - http://www.ics.uci.edu/~fielding/pubs/dissertation/top.htm



Follow ProgrammableWeb to get APl news and alerts as they break +Frollow P Share

o‘, ProgrammableWeb

POPULAR REST APIs

ProgrammableWeb: the world's largest
API repository, GROWING DAILY

. Google

Filter APIs

 Facebook

M Include Deprecated APIs

* Twitter

* Amazon

* Salesforce
* YouTube

* DropBox

* Flickr




REST TESTING TOOLS — POSTMAN CHROME APP

History http://adminvmigi. X &

“ http://adminvm1.gibsonsystems.com:7004/ords/ordsdev/hr/employees/

4/ords/ordsdev/hr/employees/ Headers () Authorization Pre-request script Tests

http://adminvm1 gibsonsystems com: 700

Status 2000K Time 161ms

Raw Preview

4
]

1 bn B

"urit: {

3.
"empno": 7363,
"ename": "SMITH"

[ ]

"urit: {

1 N s b b

"empno” :
"ename":

b
® W0 o

4

4

"urit: {

1.
"empno": 7521,
"ename"”: "WARD"

(T R Ny

Ll

[

"http://adminvml.gibsonsystems.com: 7@84/ords/ordsdev/hr/employees/?page=1

"$ref”: "http j .gil v .com:7@84/ords /ordsdev,/hr/

"$ref”: tp:// .git y _com: 7884 /ords /ordsdev/hr/

'Sref": "htip it v .com:7@@4/ords/ordsdev/hr/employees/7521"

EEC
® ® son £ @

0 No environment v




RESPONSE CODES REQUIRED

e Server Errors should return 500

* Unable to find requested data returns a 404

n oracle@ad minvmli~

* Return 200 for successful requests

[oracle@adminvml ~]% curl -v http: /S adminvml.gibsonsystems.com: 7004/ ords/ordasdev/hr/enployees/

* Abhwout to connect () to adminvml .gibsonsystems.com port 7004

* Trying 152.168.1.207... connected

* Comnected to adminvml.gibsonsystems.com (192.168.1.207) port 7004

> GET fords/ordsdev/hr/employees/ HITE/1.1

> User-Agent: curl/7.15.5 (x86 64-redhat-linux-gnu) libcurl/7.15.5 OpenS5L/0.9.8b =z1ib/1.2.3 libidn/0
.68.5

Hoszt: adminvml.gibsonsystems.com: 7004

hooept: #/%

HTTE/1.1 200 OK

Date: Thu, 11 Jun 2015 11:25:53 GMT

Transfer-Encoding: chunked

Server: COracle-REST-Data-Services3.0.0.121.10.23

Content-Type: application/json

ETag: "/wzgZfFpgfQCancul Jx6GrpoBneUUFRIbBFYEZ4xvLGHArUogbhlSHSFmhpSXh2100cEQ1 SM9tDEDI3] SrWT1lrHA=—""
Connection #0 to host adminvml.gibsonsvystems.com left intact

* CloZing connection #0

{"next™;: {"Sref": "http: /S adminvml . gibsonsystems . com: 7004/ ords//ordasdev/hr/enployeses/ ?page=1"}, "itcem=": [
{"arim™;:; {"Eref":; "nttp: /S fadminvml.gibsonsystems. com: 7004/ ords/ordadev/hr/enployeses,/ 7369}, "empno™: 7369,
"ename™: "SMITH"}, {"ari™: {"Sref": "http://adminvml . gibsonsystems. com: 7004/ ords/ordasdev/hr/employeses,/ 749
gml, "empno™: 7499, "ename" : "ALLEN"}, {"ari": {"Sref": "http: /S adminvml . gibsonsystems . com: 7004 ords,/ordadew
Shr/femployees/T521"}, "empno™: 7521, "ename™ : "WARD" }, {"uri™;: {"Sref": "http: /Sfadminvml . giksonsystems. com: 7
004/ords/ordsdev/hr/employees,/T566™}, "enpno™: 7566, "ename™ ; "JONES™}, {"ari™: {"Sref": "http: /S adminvml . gi
bzonsvystems. com: 7004/ ords/ordadev/hr/enployeses,/ 7654}, "empno™ : T&54, "ename" : "MARTIN"}, {"uri™: {"Sref™; "
http: /S fadminvml . gibsonsystems. com: 7004,/ ords/ordsdev,/hr/employess/ 738"}, "empno™: 7698, "ename"™ ;: "BELAKE™ }
si™ari™: {"Eref": "http: /S adminvml . gibsonsystems. com: 7004/ ords/ordasdev/hr/enployeses/TTE2"}, "empno™: TTE2
, "ename": "CLARKE"}] } [oraclefadminvml ~]& I

B AA A A A A Y Y Y




HTTP’S ROLE IN REST

Http Request Methods

reate = POST

etrieve Data = GET

pdate Data = PUT

elete Data = DELETE

Http Response Codes

1xx Informational

2xXX Success

3xXx Redirection

4xx Client Error

5xx Server Error




HATEOAS (HYPERMEDIA)

e lypermedia 's he ngine f pplication tate

* Requires that producers and consumers agree on a set of
inks to be returned with each call

L] adminvml.gibsonsystems.com:7004/ords/ordsdev/hr/emp

=

=

()

"1t:p:££adminuwl gibs ystems.com: 7004/ /ords/ er_dtﬂ ‘hr/employees/ page=1"}, "items": [{"uri™:
' .gibsonsys m: 7ead -urd::e' *fvnplL rees/7369"}, "empno™ : 7369, "ename" : "SMITH"}, {"uri":

=
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RICHARDSON MATURITY MODEL

e Level 0 — Not RESTful
e Level 1 — Get resources via URIs

e Level 2 — Post/Put Data
* Make use of proper methods and

e Level 3 - HATEOAS



WEBLOGIC SUPPORT FOR REST

* Weblogic Server supports Jersey 1.13 JAX-RS Reference Implementation as an implementation of the
JSR-311 JAX-RS 1.1 specification

e https://jcp.org/en/jsr/summary?id=311

* Provides
* Jersey
* JAX-RS API
* JSON Processing and Streaming

e OAuth


https://jcp.org/en/jsr/summary?id=311
https://jcp.org/en/jsr/summary?id=311
https://jcp.org/en/jsr/summary?id=311

JAVA IMPLEMENTATIONS OF JAX-RS SPECIFICATION

e Jersey - This is the reference implementation

e Other Implementations
* RESTEasy

e Current Version of the JAX-RS Spec

e 1x
* Code Annotations
* Server Side API
o 2
* HATEOAS
* Asynchronous
e Adds Builder tools

* Content Negotiation



CONSUMING REST JSON RESULTS

* JSON is directly convertible to a JavaScript Object
* JSON is lightweight compared to XML

* Tons of pre-built libraries

* JQuery Friendly

e Human Readable



REST SECURITY
Cormerm Sudenbrotim OAUTH AUTHENTICATION FLOW

Service Provider Consumer Requests Consumer Requests

* Jersey Supported — OAuth Core 1.0
* OAuth Signature Library
* OAuth Jersey Client Filter
* OAuth Jersey Server Request Wrapper
* http://oauth.net/core/1.0/

Service Provider Service Provider

* Must use a transport-layer Grants Grants

security protocol (TLS/SSL)
* Defines 3 Request URLS

* Request Token URL

- . Consumer Directs User to Consumer Accesses
> User Authentication URL Service Provider Protected Resources

Response includes Response includes

* Access Token URL Reque lude aquest includes

r_key

Service Provider Directs
User to Consumer

Request includes



http://oauth.net/core/1.0/
http://oauth.net/core/1.0/

